Muon: A Secure, Scalable, Private, Decentralized Digital Currency
muoncrypto@gmail.com

1. Introduction

When dealing with physical currency, the uniqueness of a note of fiat currency is established by a serial
number, as well as a variety of anti-counterfeit measures such as watermarks, raised printing, and
security fibers [1]. When dealing with electronic currency, however, serial numbers are easily copied,
and one does not have the luxury of relying on physical anti-counterfeit measures. Furthermore, with a
decentralized currency there is no central establishment to ensure that coins of a given serial number
will not be copied.

The challenge of decentralized currencies is to somehow establish consensus that only one unique copy
of any given coin exists, without relying on a trusted establishment. One way to do this is to have all
nodes in the network keep a public ledger of ownership of all coins in circulation, which is maintained
individually by each node in the network. Then, when a node wishes to make a transaction, this
transaction is broadcast to the network, and assuming the node is spending money that it is authorized
to spend, ideally every node in the network then updates their ledger to establish a new consensus of
ownership. However, one must keep in mind that not all nodes in the network are necessarily
trustworthy and some may intentionally or unintentionally sabotage the consensus process. Thus, the
network must be able to establish consensus even when some of its nodes are dishonest. In
mathematics this is often referred to as the Byzantine Generals' Problem [2], in which a group of
generals communicating by messengers must decide unanimously whether to attack or retreat, even
while some generals of the group may be traitors attempting to sabotage the consensus process.

To solve the Byzantine Generals' Problem and establish consensus, proof-of-work digital currencies
such as Bitcoin discard serial numbers altogether and instead define each coin by a chain of digital
signatures, in which ownership is transferred from one party to another [3]. To prevent dishonest nodes
from inventing alternative ownership chains for coins, each transaction is validated in a block along
with other transactions by the entire network solving a mathematical problem that is difficult to solve
but easy to verify. The longest chain of ownership transaction blocks, i.e., the chain with the most
proof-of-work, is then agreed to be the valid blockchain. For a dishonest set of nodes to propose an
alternative chain of ownership, they would have to create a longer alternative blockchain, effectively
overpowering the computing capacity of all of the honest nodes in the network. This attack is referred
to as a 51% attack [4].

While proof-of-work currencies are now well-established, they also have many shortcomings that must
be addressed in order for decentralized digital currencies to achieve the goal of worldwide adoption.
These shortcomings include: Excessive power consumption, slow and unpredictable transaction
processing times, unpredictable fees, limited throughput, and consistent movement toward
centralization due to a variety of issues such as concentration of mining power, memory storage
requirements, and concentration of influence by core software developers [4, 5, 6].

While there are a variety of proposed and implemented solutions to all of the previously mentioned
issues, each of these so far comes with tradeoffs that this author views as unacceptable. Solutions to
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address scalability such as the Lightning Network [7] for Bitcoin come at the cost of centralization;
alternative coins such as Ripple are explicitly centralized [8]; proof-of-stake currencies concentrate
power into members with the largest currency holdings and concentrate security vulnerabilities [9].
Meanwhile, only a handful of digital currencies address the issue of privacy at all [4].

The four pillars of a decentralized digital currency, in this author's opinion, are:

1) Security: The network must be secure against double-spend attacks, and its users must be confident
that when they receive funds, these funds will never disappear from their account.

2) Scalability: The network should securely process any individual transaction within a few seconds.
The network should be capable of processing transactions asynchronously and without participation of
the entire network. In a Muon network of N nodes, for example, only O(log(N)) nodes participate in the
validation of any single transaction request. Additionally, nodes should not have to maintain a history
of all transactions.

3) Privacy: Knowledge of the sender, receiver, and transaction amount of a given transaction should be
restricted only to the parties involved in the transaction. This protects the users of the network and
guarantees the fungibility of its currency.

4) Decentralization: Each node in the network should have modest and equal memory, network, and
CPU requirements for sending and receiving currency, and participating in the validation of
transactions. Additionally, no node, user, or organization should have any more power or influence over
the network than any other, regardless of their “stake” in the network.

The creation of Muon aims to resolve the shortcomings of other cryptocurrencies and provide
satisfactory solutions to each of the four pillars, using a novel means of validating transactions.

2. Transactions

In Muon, individual transactions are validated with a chain of digital signatures, similar to the way
proof-of-work currencies define a chain of ownership. However, proof-of-work is not required in Muon
to validate individual transactions. Instead, for each transaction a set of nodes is chosen randomly from
the available nodes in the network to be auditors for the node originating the transaction, which we will
call the originator. To prevent the possibility of corruption, these auditors are not known in advance to
the originator. Instead, the auditors are revealed once the originator broadcasts the transaction.

The originator includes a nonce n; in its broadcast that is incremented with each transaction so that

n,,,=n.+1 for consecutive transactions. The nonce is used to seed the election of auditors, and
ensures that the network always agrees on the order of transactions, since nodes will simply ignore
transaction broadcasts with nonces that are above or below their next expected value. Auditors validate
a transaction by simply signing off on the transaction (using a hash of the nonce and the transaction in
question) in an agreed-upon ordering that is established during the auditor election process, thus
creating a signature chain. A transaction is only validated when all auditors agree that the transaction is
valid. Transaction fees are small, constant percentages that are disbursed equally to all nodes
participating in the network, and are used to encourage honest participation.

Finally, an originator may only spend up to half of its account per transaction (minus the transaction

fee), meaning that each transaction must send at least half of its input back to the originator. This is to
ensure that half of the originator's transaction is held as collateral in the event that its auditors detect a
double spend attempt. If auditors detect a double spend attempt, they will broadcast a special punitive



transaction in which the originator's collateral is taken as a transaction fee.
3. Double-Spend Prevention

A transaction is said to be valid if the originator is spending Muons that it is authorized to spend (i.e.,
Muons it has received but not yet spent), and is said to be validated if the transaction is signed by an
auditor chain.

Let us suppose that a dishonest node now wishes to attempt to double-spend. If the dishonest node
broadcasts two valid but conflicting transactions using the same nonce, auditors will be elected
according to the nonce value, and the first transaction to reach the first auditor will be the only
transaction accepted by the network, since the first auditor will sign the first valid transaction that it
receives, pass it on to the next auditor, and remembering its previous transaction, will not sign any
more transactions that contain the same nonce.

If on the other hand, a dishonest node broadcasts valid but conflicting transactions using different
nonces, the network will ignore the out-of-order nonce transaction until the first transaction is
processed. Then, assuming the out-of-order nonce is one greater than the nonce of the previous
transaction, new auditors will be elected and will determine whether the new transaction is valid. Since
at that point the network has already reached consensus on the first valid transaction, auditors will
reject the conflicting transaction. Thus, regardless of the nonce values chosen, dishonest nodes will not
be able to double-spend.

Now, suppose a dishonest node wishes to double-spend by creating a forgery of its last audited
transaction, only with the transaction sending money to different recipients. Because the auditors'
signatures include a hash of both the nonce and the transaction, their signatures cannot be forged.
Another method a dishonest node might try is to forge an audited double-spend transaction by creating
a set of dishonest auditors that will be chosen by a given nonce. However, the method used by Muon
for electing auditors precludes the possibility of an originator planting its auditors.

Finally, suppose an attacker has corrupted proportion p of the network, so that each auditor has a
probability p of allowing the attacker to double-spend. In order for the attacker to successfully double-
spend, all C auditors chosen must be corrupt, where C is the auditor chain length. Thus, in order for the

attacker to have a positive expectation of profit, the proportion of the network corrupted must be
1

¢ . With five auditors, for example, an attacker must control 87% percent of the network. To
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prevent a Sybil attack, in which an attacker creates many nodes to increase the proportion of the
network it controls, nodes are required to maintain a minimum account balance to be eligible to audit
transactions and receive disbursements.

While Muon is designed to disallow double-spending, it is also predicated on a principle of zero
operational risk. Thus, there is no mechanism for altering or rolling back transaction histories. In the
event of a successful double-spending attack, new money will be created and all Muon holders will
absorb some depreciation of their assets in the form of inflation. This is preferable to each individual
currency holder risking a loss of funds after receiving Muons, since such risk undermines confidence in
the legitimacy of all transactions. When transactions are validated, recipients can be assured that the
Muons they received are theirs to spend.



4. Auditor Election Process

Ideally, most of the work for electing auditors is done before the originator broadcasts a transaction
request. To do this, for each node we divide the network with N nodes into roughly N/log(N)
endorsement groups, with each endorsement group containing a potential auditor. If a potential auditor
meets certain criteria, it is qualified to present itself as an endorsed auditor, which it proves by
collecting endorsement signatures from its group. When an originator broadcasts a transaction, the
endorsed auditors reveal themselves and choose C auditors among themselves to be the auditors for the
transaction, where C is the auditor chain length. Each step of the process is deterministic, so that the
same auditors will be chosen if an originator broadcasts two conflicting transactions with the same
nonce.

Communication within endorsement groups is conducted via selective broadcasts, which are broadcasts
that are encrypted using the public keys of all members of the group, so that nodes outside the group
cannot eavesdrop on the auditor selection process. While there is the possibility that some members of
the group will be spies for a dishonest node, the network can tolerate a certain amount of spying
because it has many endorsement groups and relatively few of them will contain endorsed auditors.

Suppose we have a network of N nodes that we wish to divide into N/log(IN) endorsement groups. List
all nodes in numerical order by their public keys, and then shuffle the list using H (n,||K,) as a seed,
where ny is the transaction's nonce, and K, is the originator's public key address. To the enumeration of

the shuffled list apply mod to create approximately N/log(N) endorsement groups of size

_N
log(N)
log(N).

For a transaction with nonce n,, , each node in each endorsement group selectively broadcasts a
signature s,=E(H(n,||K,),k;) , where

E =: a public key encryption method,
H =: a hash function,

k =: a private key, and

K, =: the public key of the originator.

Such signatures produce pseudorandom numbers that are impossible for an originator to know in
advance, but easy to verify. Within a group of size G, nodes compare their signatures to establish an
ordering (s,) of signatures, then elect the node that satisfies min|s,—H({s,))| as the potential
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auditor for the group.

A potential auditor is qualified to become an endorsed auditor if

_N
log(N)
number of endorsed auditors in order to speed up the transaction auditing process, but it is not strictly
necessary for Muon to function. If a potential auditor is qualified to become an endorsed auditor, the

potential auditor keeps its group's signatures as proof of endorsement, to be provided in the event of a
transaction request.

(s+H((s,)))mod <log(N) . The purpose of this threshold criteria is to reduce the

Using the above method, all nodes within an endorsement group should agree on which node is the



group's auditor, as long as they agree on all members of the group. Disagreements in membership are
resolved by the liveness protocols, which are described in section 6. In the very unlikely event that not
enough potential auditors meet the threshold to be promoted to endorsed auditors, the network can
temporarily raise the threshold enough to promote C potential auditors.

When a transaction is requested, all endorsed auditors broadcast their signatures along with their proof
of endorsement, and choose the C lowest ranked auditors among themselves to be auditors for the
transaction, using each auditor's s+H ((s,)) as the ranking metric.

5. Privacy

In theory, Muon could support a simple protocol for tracking balances by simply having each node
maintain a list of the balances of all accounts, and update relevant balances after each transaction. This
method has the advantage of not requiring memory storage for transaction history; however, it is
incompatible with maintaining the privacy of Muon currency holders.

Thus, to establish privacy, Muon balances are maintained indirectly via transactions. A validated Muon
transaction consists of a nonce, a set of outputs consisting of recipient addresses with corresponding
amounts to send, and a set of inputs consisting of one or more validated transactions whose outputs
contain the originating node's address.

All nodes in the network maintain a set of unspent transaction outputs (UTXO), which is used to
determine whether an originator is authorized for the Muons it is attempting to spend in any
transaction. Although there is nothing to prevent nodes from maintaining transaction histories, only the
UTXO is required. After each transaction, each node updates its UTXO to remove spent outputs from
the originator and add unspent outputs to its recipients. Precautions against potential uncontrolled
growth of the UTXO are discussed in section 7.

Maintaining balances via transactions allows the Muon network to apply the same techniques as
cryptocurrencies such as Monero [4] to ensure the privacy of its users and the fungibility of Muons. To
maintain the privacy of senders, the identity of the originator is grouped with other potential addresses
via ring signatures. To maintain the privacy of recipients, transaction outputs are listed via stealth
addresses. Transaction amounts themselves are obscured via techniques such as Pedersen commitments
[10] and range proofs [11], so that nodes other than those involved in the transaction are only aware
that authorized funds are being spent, and that the transaction inputs and outputs are balanced.

6. Liveness

Nodes must be continuously live for a minimum liveness time threshold before they qualify to receive
transaction fee disbursements. This incentivizes nodes to remain live and support the Muon network.
Nodes joining the network broadcast a join request. The join request is then audited as a special
transaction, and the joining node is assigned a list of neighbors. A node's network join date is based on
the first timestamp of liveness on record by the first auditor of the join request.

To guarantee the performance of network transactions, nodes are required to remain continuously live,
and meet certain minimum network responsiveness standards as measured by communication with their
neighbors. Each node is required to have a certain minimum number of neighbors to guarantee the
connectedness of the network.



Nodes communicate liveness to their neighbors through heartbeats, which are short signed messages
with a timestamp. Nodes measure the responsiveness of their neighbors by calculating the time elapsed
when receiving heartbeat timestamps. If a node determines that one of its neighbors is lagging in
performance (which we refer to as a questionable node), it may sign a petition that is then circulated
among the questionable node's neighbors. If the petition is signed by a supermajority of the
questionable node's neighbors, these nodes can present the petition as a node departure request to
remove the questionable node from the network. After the departure request is audited, the questionable
node has a set period of time to contest the request by broadcasting a remain request.

Remain requests are automatically granted; however, only a certain number of remain requests can be
audited for a questionable node within a certain time period. If the number of remain requests exceeds a
certain threshold in a given time period, the remain request is not granted and the questionable node is
removed from the network membership list. If a departure request is not contested, then the
questionable node is removed from the membership list.

7. Disbursements

All nodes supporting the network begin to receive disbursements from transactions fees after they have
been continuously live for the duration of the minimum liveness time threshold, and meet the minimum
account balance requirement. Transaction fees are fixed at a low rate and are disbursed from the nodes
originating the transaction. Since Muon does not require miners, there is no need to have a schedule for
the creation of new Muons. The total amount of Muons in circulation is fixed at genesis.

Transaction fees incentivize nodes to support the network by auditing transactions, and help manage
the size of the UTXO. Fees apply to each output of a transaction, since these increase the size of the
UTXO, and are subtracted for each input as long as the net fee is nonnegative. For example, the sender
of a transaction with one input and two outputs (one to the recipient, one as change back to the sender)
pays two transaction fees and is paid one transaction fee, so overall the sender pays one net transaction
fee. Therefore, transactions that decrease the size of the UTXO are free, while the cost of transactions
that increase the UTXO is proportional to the number of additional outputs.

To further manage the size of the UTXO and prevent the accumulation of transaction “dust”, i.e., very
small unspent outputs, we introduce a minimum transaction fee f,.,. For a regular transaction from an

input amount I with a fee f where f <é , @ maximum of %— f can be sent to any recipient, while f

is disbursed and é is sent back as change to the sender. If I<2f . ,then the entire input is

min

disbursed as a transaction fee, thus there is no incentive to spend the input. These inputs are therefore
automatically removed from the UTXO and disbursed.

Now, suppose we wish to transfer the entirety of a Muon account, paying the minimum amount of fees.
With a minimum transaction fee in place, the minimum number of transactions n necessary to empty an

L)— 1 . The transaction fee for an input I is given by

min

min > SO n=lg

I
account occurs when o >2f

f(I)= % , where k is a constant fraction of the input, e.g., 0.001. The total amount of transaction

fees paid to empty an account is therefore given by
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F(I)=kI+2f,. (1—k) .Thus, we are assured that the total fee paid is a linear function of the input
to transfer, and will be a reasonable amount even for large inputs.

8. Network Partitions

Because all nodes in the network are aware of the number of nodes online, nodes can prevent an
attacker from partitioning a small part of the network to carry out double spends by refusing to accept
transactions validated by a small subset of the network's membership at a given time.

In the event that the network is severed into large pieces by a catastrophic split, e.g., U.S. nodes being
temporarily split from Chinese nodes, transactions processed in each separate network will be valid,
and the networks will be able to combine their UTXO's when the network merges again. Because there
is no mechanism for rolling back transactions, there is a possibility for double-spending to occur during
a catastrophic split, although this would require an attacker to have simultaneous access to both
partitions of the network while no nodes in the network itself have such access.

9. Software Updates

For the long-term sustainability of the network, it is inevitable that changes such as re-adjustments of
hardcoded constants or security patches may need to be implemented. To prevent a small group of
software developers from monopolizing control of the network, software updates may be proposed by
any node at any time; all software updates must be ratified by a supermajority of the nodes online
during three separate votes, each no less than 24 hours apart, subject to the same security precautions
used against network partition attacks.

10. Conclusion

A new model for cryptocurrency is presented, aiming to satisfy the four most important pillars of
digital currency: Security, scalability, privacy, and decentralization. A novel means of validating
transactions is presented, using signature chains of nodes serving as auditors chosen prior to each
transaction to prevent double-spending attacks. The model is compatible with maintaining privacy of
transactions. To ensure scalability, the model does not require any node in the network to maintain a
full history of transactions; instead, only storage of unspent transaction outputs is necessary.
Disbursements through transaction fees are used to manage the size of the unspent transaction output
set as well as provide incentive for nodes to support the network.
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